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• Brief Background
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• Control Lists

• Information Exchange

• Best Practices

• Outreach

OUTLINE OF PRESENTATION



WA Participating States seek to contribute to regional 

and international security and stability by promoting:

 Transparency 

 Greater responsibility in transfers of 

Conventional Arms and Dual-Use Goods & 

Technologies, thus preventing:

 destabilising accumulations

 acquisition by terrorists 

WA PURPOSES
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WA PARTICIPATING STATES
(Currently 42)
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Key: The dark dots represent WA Participating States

Disclaimer: The depictions on this map do not imply official endorsement or acceptance by the Wassenaar Arrangement



WASSENAAR ARRANGEMENT: 

Multilateral Export Control Regimes
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WASSENAAR ARRANGEMENT:  INTERNATIONAL 
CONTEXT
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WA BASIC COMMITMENTS

To Maintain Effective Export Controls at the 
National Level

To Contribute to the WA’s Collective Work
 Export Control Lists - WA Munitions List and 

Dual-Use List

 General and Specific Information Exchange

 Best Practices, Elements and Procedures 

National Implementation
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WA STRUCTURE

Plenary - Overall decision-making body 

Chair:  Greece 2019;  Croatia 2020

General Working Group - Policy and administrative issues 
Chair:  Turkey 2019;  Ukraine 2020 

Experts Group - Control Lists

Chair:  Latvia 2019-2020 

Licensing and Enforcement Officers Meeting - Practical 

implementation issues

Chair:  United Kingdom 2017-2019;  Italy 2020 
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WASSENAAR ARRANGEMENT

Control Lists

 Munitions List (approx. 300 entries in 22 categories)

 Including ammunition, parts and 

components, production 

equipment, technology, software

Wassenaar Arrangement

 Dual-Use List (over 1,000 entries

in 9 categories)

 Sensitive List (170 entries)

 Very Sensitive List (80 entries)

 “Catch-all” principle - Non-listed dual-use items

(national decision)



WA MUNITIONS LIST  

Only one criterion for the selection of items: 

 the military specification

(“specially designed or modified for military use”)
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DUAL-USE SELECTION CRITERIA

Strategic relevance for export 

controls?
Major or key elements for … 

conventional military capabilities, 

characterised by materials, 

components,

performance, or other parameters 

Foreign availability

Objective specification

Controllability (available & 

enforceable criteria)

No duplication of controls

Feasibility of export controls?



WA CONTROL LISTS:  UPDATING

To keep pace with

 advances in technology

 international security developments

 market trends

WA Control List changes

 national proposals (Government experts

consult with industry)

 changes approved by the

 WA Plenary in early December

 updated Lists published on WA website

 implemented nationally, including by an

increasing number of non-WA countries
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New Challenges

 Accelerating Pace of Technological Change
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 New Methods of Diversion 

and Proliferation

 Security Challenges in

New Domains



WA 2019 LISTS REVIEW

• Some 288 papers were considered 

representing national proposals and working 

group outcomes

• 102 different proposals:  ca. 52% agreed
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WA CONTROL LISTS

In recent years, the WA has focussed on emerging 

technologies of concern such as:

 Forensics equipment

 Cryptography and intrusion 

software

 Communications interception

 Drone (UAVs) jamming

 Additive manufacturing

(3D printing)

 Spacecraft and space launch 

platforms
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Some Examples of 2019 List Changes:

WA Dual-Use List - 5.A.4.b. –

Digital Investigative Tools (new entry)



Some Examples of 2019 List Changes:

WA Munitions List - 21.b.5.  -

Cyber Warfare Software (new entry)
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Some Examples of 2019 List Changes:

WA Dual-Use List - 5.D.1.e. -

Software for Lawful Communications 

Monitoring (new entry)



Some examples of 2019 List changes:

Dual-Use List - 9.A.4.h. –

Sub-Orbital Vehicles (new entry)
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WA TRANSPARENCY MEASURES

General Information Exchange

 Discussion of transfer risks and concerns in 

different parts of the world (i.e., suspicious 

acquisitions and possible diversions)

Specific Information Exchange

 Six-monthly reporting of certain transfers and 

denials to non-WA members;  other voluntary 

reporting of relevant export control decisions

WAIS – secure electronic communications network
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LICENSING & ENFORCEMENT

OFFICERS MEETING
(LEOM)

 Licensing and enforcement officers of WA 

Participating States share experiences of 

national implementation, including case studies 

and lessons learned

 Annual meeting in Vienna and intersessional 

contacts and networking

21Wassenaar Arrangement



WA BEST PRACTICES GUIDELINES
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 Non-binding guidance for 

national export control policy 

and practice

 Some 25 best practices, 

elements and procedures

 Regular review and updating 

cycle
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WA BEST PRACTICE GUIDELINES  

Some Examples:

 Elements for Objective Analysis and Advice Concerning

Potentially Destabilising Accumulations of Conventional

Weapons (1998, amended 2004, 2011)

 Best Practice Guidelines for Exports of Small Arms and Light

Weapons (2002/2007)

 Statement of Understanding on Control of Non-Listed Dual-Use

Items (“Catch-all”) (2003)

 Implementing Intangible Transfers of Technology Controls

(2006)

 Internal Compliance Programmes for Dual-Use Goods and

Technologies (2011)

 Subsequent Transfer (Re-export) Controls for Conventional

Weapons Systems (2011)

 Introduction to End-User/End-Use Controls for Exports of

Military-List Equipment (2014)
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RECENT WA BEST PRACTICE GUIDELINES
2015

 Best Practice Guidelines for Transit or Transshipment
 List of tools to help identify and mitigate the risk of illicit diversion

 Elements for the Effective Fulfilment of National Reporting 

Requirements

2016

 Best Practices for Effective Export Control Enforcement (2000) –

updated

 Best Practices for Effective Legislation on Arms Brokering (2003) 

– updated

2018

 List of Advisory Questions for Industry (2003) – updated

2019

 Best Practice Guidelines for Exports of Small Arms and Light 

Weapons (SALW) (2002, amended 2007) - updated

 Best Practices for Export Controls/Disposal of Surplus or 

Demilitarised Military Equipment (2000) - updated
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WA OUTREACH IN 2019-2020

 Bilateral dialogue/visits by invitation

 Collective briefings:

 Enhanced Technical Briefing (Vienna, 

18-19 June 2020)

 Post-Plenary Briefing (Vienna, December 2020)

 Technical contacts with other multilateral export control 

regimes (e.g. MTCR, NSG)

 Contacts with other international/regional organisations

 Participation in other relevant events, including 

Government officials, industry and civil society, e.g.:

 Asian Export Control Seminar, Tokyo

 Arms Trade Treaty (ATT) CSP, Geneva

25Wassenaar Arrangement



WA:  OUTREACH
Broadening Outreach to Stakeholders

(beyond industry)

 Academia, research 

institutions
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 Non-traditional 

exporters



WASSENAAR ARRANGEMENT &

THE ARMS TRADE TREATY (ATT)

 Wide-spread international acceptance of the 

need for export controls on conventional arms

 Alignment of purpose between the WA and the 

ATT

 WA members ready to share their experience 

and expertise with other countries
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WA WEBSITE ENHANCEMENTS
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