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Internal Compliance Program

An ICP refers to an effective, appropriate, and proportionate

means and procedures, including the development,

implementation, and adherence to standardized operational

compliance policies, procedures, standards or conduct, and

safeguards, to ensure compliance with the provisions and with the

terms and conditions of authorizations set out in the STMA.
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Reasons for ICP

- Establishment of an ICP is a precondition for the issuance of a global 

authorization.

- ICP helps companies comply with the requirements of the STMA.

- Global license is a privilege which can be acquired only by those 

companies that are responsible. 

- Compliance helps companies avoid negative and damaging publicity, 

costly fines and prison for employees and/or senior management. 
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Management Commitment



Management Commitment

Management should…
• COMMUNICATE the 

commitment
• Be actively INVOLVED
• PROVIDE RESOURCES to 

develop and implement the 
ICP

• EVALUATE and ENSURE 
EFFECTIVENESS of the ICP

Management Commitment



Management Commitment

Industry Best Practice

Posting of 
Compliance 
Statement

Provisions in the Ethics and 
Compliance Handbook

Export Compliance Policy 
posted in the Company 

Website



ICP Elements

1. Management Compliance Commitment

2. ICP Structure and Responsibility

3. Screening Procedures

4. Shipment Control

5. Technology Control Plan

6. ICP Training

7. Internal Audit

8. ICP SOP Manual

9. Record Keeping

10.Reporting and Corrective Action



ICP Structure and Responsibility

Chief Strategic
Trade Control Officer Strategic

Trade Control
Manager

Strategic Trade Control 
Officer

Strategic Trade Control 
Officer

Structure and Responsibility



Industry Best Practice

Structure and Responsibility

The STC/STM Team “needs 

to be close to operations 

but have the authority to 

stop transactions if 

necessary to keep the 

company safe, and needs 

to be involved early enough 

in the process to help solve 

issues, rather than stop 

transactions”



ICP Elements

1. Management Compliance Commitment

2. ICP Structure and Responsibility

3. Screening Procedures

4. Shipment Control

5. Technology Control Plan
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7. Internal Audit

8. ICP SOP Manual

9. Record Keeping

10.Reporting and Corrective Action



Screening Procedures

Product Classification

End-User Screening

End-Use Screening

Risk Assessment

Screening Procedures



Industry Best Practice

Screening Procedures

Know Your 
Customer.

Screen all parties.
Customer profiles.

End-user 
Statements

Ensure that 
procedures to stop 
shipments/orders 

are in place.

Product 
classification 
procedures



ICP Elements

1. Management Compliance Commitment

2. ICP Structure and Responsibility

3. Screening Procedures

4. Shipment Control

5. Technology Control Plan

6. ICP Training

7. Internal Audit

8. ICP SOP Manual

9. Record Keeping

10.Reporting and Corrective Action



Shipment Control 

Shipment Control is a

system that prevents

of strategic goods as

they are transferred

from one party to

another

Shipment Controls



Shipment Controls

Industry Best Practice

Due Diligence 
Questionnaire

Communicate 
Licensing 

Procedures to 
Logistics Partners

Delivery 
Verification 
Certificate



ICP Elements

1. Management Compliance Commitment

2. ICP Structure and Responsibility

3. Screening Procedures

4. Shipment Control

5. Technology Control Plan (if needed - for intangible goods)

6. ICP Training

7. Internal Audit

8. ICP SOP Manual

9. Record Keeping

10.Reporting and Corrective Action



Technology Controls

Technology Controls is a system designed to 

prevent unauthorized access, transmission or 

sharing of sensitive and controlled information, 

software, data or technology.



Technology Control Plan  

Screening of 
Staff 

Physical Security 
Plan

Information 
Security Plan

Technology Controls

Industry Best Practice



ICP Elements

1. Management Compliance Commitment

2. ICP Structure and Responsibility

3. Screening Procedures

4. Shipment Control

5. Technology Control Plan

6. ICP Training

7. Internal Audit

8. ICP SOP Manual

9. Record Keeping

10.Reporting and Corrective Action



ICP Training   

Functional 

Training 

Awareness 

Training

Levels of Training Based on Need

Training



ICP Elements

1. Management Compliance Commitment

2. ICP Structure and Responsibility

3. Screening Procedures

4. Shipment Control

5. Technology Control Plan

6. ICP Training

7. Internal Audit

8. ICP SOP Manual

9. Record Keeping

10.Reporting and Corrective Action



Internal Audit 

Internal Audit



ICP Elements

1. Management Compliance Commitment

2. ICP Structure and Responsibility

3. Screening Procedures

4. Shipment Control

5. Technology Control Plan

6. ICP Training

7. Internal Audit

8. ICP SOP Manual

9. Record Keeping

10.Reporting and Corrective Action



ICP SOP Manual

Standard Operating Procedures



ICP SOP Manual

SOP for Warehouse 
Inventory 
Screening

SOP for Providing 
Instruction to 

Freight Forwarders

SOP for Disclosures

SOP for Classifying 
New Products 

SOP for Internal 
Audit

SOP for Screening 
Visitors  

Some Examples

Structure and Responsibility



ICP Elements

1. Management Compliance Commitment

2. ICP Structure and Responsibility

3. Screening Procedures

4. Shipment Control 

5. Technology Control Plan

6. ICP Training

7. Internal Audit

8. ICP SOP Manual

9. Record Keeping

10.Reporting and Corrective Action



Record Keeping

Recordkeeping



Record Keeping

• Invoices, purchase orders, and other 
sales/purchase records

• Bills of lading, export declaration, and other 
transport records

• STMO registration and authorization records
• End-use certificates
• Business communication logs e.g, email with 

suppliers, customers, freight forwarders, agents
• Contracts with STMA compliance clauses
• Training records
• Screening records
• Commodity identification records
• Accounting records
• Etc.

Recordkeeping



ICP Elements

1. Management Compliance Commitment

2. ICP Structure and Responsibility

3. Screening Procedures

4. Shipment Control

5. Technology Control Plan

6. ICP Training

7. Internal Audit

8. ICP SOP Manual

9. Record Keeping

10.Reporting and Corrective Action



VOLUNTARY SELF-DISCLOSURES
 Encouraged
 Excellent indicator of a 

company’s commitment to 
comply to the STMA

 Can be a mitigating factor
 Corrective Action to be 

implemented

Reporting and Corrective Action

Reporting and Corrective Action



Thank you!

Connect with us at:

stmoinfo@dti.gov.ph

dti.gov.ph/business/strategictrade


